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Efficient strengthening of the economic security of the country is one of the priority tasks of the Azerbaijan Republic not only in terms of its development as a
sovereign independent State, but also in the aspect of new scientific research directions. The main characteristics of the State economic security strategy for
countering negative phenomena and threats in the long term are defined. A conceptual model of strengthening the economic security of the country is formed
and recommended for implementation in conditions of the national economy of Azerbaijan. An analysis of components of the economic security system of the
country is carried out. It is specified that the modern realities of the global economic development and the internal socio-economic priorities of the Azerbaijani
Government require the formation of a separate effective concept and a strategy of the economic security of the Republic of Azerbaijan in order to allocate
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mechanism for strengthening the economic security of the country, which implies structuring of the main elements and directions of improvement of the State
economic security system to stimulate the economic growth, timely detection and counteraction to potential threats and risks of development of the national
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Hunincoka 0. 1., Canaes K. I. KoHyenmyanbHa modenb 3miyHeHHA
eKoHomiuHoi be3nexu AsepbalionaHy

303Ha4eHo, Wo eghekmueHe 3MiyHEHHA eKOHOMIYHOI be3neku KpaiHu cbo-
200Hi 8UCMynae 00HUM i3 npiopumemHux 3aedaHe A3epbatioaHcoKoi Pec-
nybsiku He Auwe y nAaHi ii po38UMKY AK CyeepeHHoI HeanexHoi depasu,
ase i 8 acneKkmi HOBUX HAYKOBUX HAMPAMKiE 00C/iOMHeHb. Bu3Ha4eHo 0CHOBHI
Xapakmepucmuku depxcagHoi cmpamezii 3a6e3neveHHs exoHomivHoi besne-
KU 048 MpOMUCMOAHHA HE2aMUBHUM ABULYAM i 302p03aM y 00820CMPOKO8ili
nepcrekmugi. ChopmoBaHo KoHUenmyanbHy mooenb 3Mi4HEHHA eKOHOMIY-
Hoi be3neku KpaiHu ma pekomeHA08aHO 071 imnnemenmayii 8 Asepbationa-
Hi. MposedeHo aHani3 ckNAG0BUX cucMemu eKOHOMIYHOI be3neKu KpaiHu.
HazonoweHo, wio cyyacHi peanii 2n106a16H020 EKOHOMIYHO20 PO3BUMKY MA
8HYMPIWHI CoyianbHO-eKOHOMIYHI Mpiopumemu a3epbaliodaHcbKo20 ypAady
8UMazaromo hopmysaHHs OKpemoi 0iesoi KoHuenuii ma cmpamezii ekoHo-
MiuHoi 6e3neku 0513 A3epbalioxaHcoKoi Pecriybaiku, 019 8UOKPEMAEHHS KOH-
KpemHux cmpameziyHux yinel i 3axodie, AKi 6 MoHoK Mipoto nepedbayunu
B8DAXYBAHHA KOHOMIYHO20 MOMEHYiany Ma nepcrekmue cmasno20 Po3gUMKY
KpaiHu. 3anponoHOBAHO MEXAHI3M 3MiUHEHHS eKOHOMIYHOI be3neKu KpaiHu,
Wo ABnA€E COBOID CMPYKMypPU3AUit0 OCHOBHUX efemeHmig i Hanpamie ydo-
CKOHG/IEHHA cUCMeMU eKOHOMIYHOT be3meKu OepHasu W00 CMUMyTBaHHA
EKOHOMIYHO20 3POCMAHHA MA CBOEYACHO20 BUABAEHHA | npomudii momeH-
yiliHum 3a2po3am i pusuKkam 0715 PO3BUMKY HAUIOHASIbHOI eKOHOMIKU.

Kntouoei croea: ekoHomiyHa Ge3neKa, KOHUenmyasasHa Modess, HayioHasTb-
Ha eKOHOMIKa, cmpameziyHuli pO38UMOK, 0epHasHe peayntoBaHHS.
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Hununckas 0. U., Canaes K. I. KoHyenmyanbHas modens ykpenneHus
3KoHomuvecKoli 6ezonacHocmu AsepbaiioiaHa

JgpexmusHoe yKpenneHue IKOHOMUYeCKol 6e30MacHoCMbio CMPaHs! Bbl-
cmynaem 00Holi u3 npuopumemHbix 3a0ay4 AsepbaiioxaHckol Pecrybnuku
He Mo/bKO 8 M/1GHe ee Pa3BUMUA KaK CyB8EPeHHO20 He3aBUCUMO20 20Cy-
dapcmea, HO U 8 acrekme HOBbIX Hay4YHbIX HanpaeneHuli uccaedosaHul.
OnpedeneHsbl 0CHOBHbIE Xapakmepucmuku 20cydapcmeerHoli cmpameauu
obecriedeHus aKoHomuyeckoll besonacHocmu 014 MPOMUBOCMOSHUSA He-
20MUBHbIM ABEHUAM U Y2po3am 8 0o20cpoyHoli nepcnekmuse. Copmu-
pOBAHA KOHYENMyasbHas Modenb yKperneHus 3KoHoMuYeckol 6e3onacHo-
CMU CMPaHs! U pekomeHO08aHa 011 UMNAEMEHMAYUU 8 YCA0BUAX HAYUO-
HanbHol 3KkoHoMuKu AsepbalidnaHa. posedeH aHAAU3 cOCMABAAOUUX
cucmenmbl 3KoHoMuYeckoli besonacHocmu cmpatbl. OmmeyeHo, Ymo coepe-
MeHHble peanuu 2a106a16H020 SKOHOMUYECKO20 PA3BUMUS U 8HYMPeHHUe
COYUANbHO-3KOHOMUYECKUE MPUopUMembl a3epbatioHaHcKo20 npasumens-
cmea mpebylom opmuposaHus omdenbHol OelicmeeHHOU KOHUenyuu
u cmpameauu 3KoHomudeckol 6ezonacHocmu A3epbaiioncaHckol Pecry-
6auKu 051 8bIOeNeHUA KOHKPEMHbIX cmpameauyeckux yenel u meponpus-
muti, Komopele 8 nonHoli Mepe npedycMampuearom y4em 3KOHOMUYECK020
nomeHyuana u nepcrnekmus ycmoUvueo2o pazsumus cmparl. MpednoseH
MEXaHU3M YKpenseHus IKOHOMuYecKoli 6e30nacHocmu cmpaksl, Komopbili
npedcmaensem coboli cmpyKmypuposaHUe OCHOBHbLIX 3eMeHmMo8 U Ha-
npasneHuli cosepuwieHCMBOBAHUS cUCMeMbl IKoHOMuYeckol beonacHocmu
20cydapcmea 0715 CMUMY/IUPOBAHUS SKOHOMUYECKO20 POCMA, CB0EBPEMEH-
HO20 8bIAIBAIEHUA U IPOMUB0OElicMBUsA MOMEHYUAIbHLIM Y2PO3aM U PUCKaM
passumus HaYUOHAIbHOU IKOHOMUKU.

Kntouesble cnosa: 3KOHOMUYECKOA 6e3onamocmb, KOHyenmyaneHaa mo-
C)eﬂb, HAYUOHAbHAA 3KOHOMUKQA, cmpame2u4eckoe paszsumue, 2ocydap-
CMBeHHoe pezynuposaHue.
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odeling economic security (ES) is abasic condition

for a stable development of the national economy

to avoid a number of challenges and threats. In
this case, it is necessary to maintain a balance between the
key interests of an individual, society and the state; their
mutual responsibility in ensuring security at all levels of
management of a country’s economy plays a significant
role.

Strengthening the processes of globalization and
digitalization requires elaborating a dynamic and sustainable
system of national economic security at the present stage of
the development of the world economy. Therefore, today an
effective strengthening of the national economic security is
one of the priorities of the Azerbaijan Republic not only in
the context of its development as a sovereign independent
state but in the aspect of new scientific areas of research as
well.

Problems of ensuring economic security of a coun-
try at the present stage of development of the world and
national economies were studied in works of domestic
scientists, namely, Z. G.Babayeva [1], A. M. Gasanov [2],
Sh. I. Zhakieva [3], V. D. Zalizko [4], A. 1. Sukhorukov [6],
O. V. Tymoshenko [7], Yu. M. Harazishvili [8], and others.
This issue is also the focus of attention of foreign scholars,
including J. S. Hacker [9], H. B. Heslop [11], M. M. Kevin
[12], D. K. Nanto [13], O. Soimu [14], A. Wysokinska-Sen-
kus [15], and others.

However, the scientific literature lacks a more detailed
elaboration of conceptual models for strengthening a coun-
try’s economic security for an effective prevention and over-
coming of threats to national economic interests.

The aim of the article is to develop a conceptual mod-
el for strengthening the economic security of the Republic
of Azerbaijan in order to counteract risks and threats and
prevent their negative impact and damage to the national
economy and the welfare of the population.

When developing a new concept for strengthening
economic security in Azerbaijan, it is necessary to consider
the four main phases that the country will pass through in
the event of deciding to radically reform the economic sys-
tem:

1) carrying out scientific and practical research;

2) destructing the old economic model and forming
fundamentally new economic systems. Depending
on the quality of the first phase, there observed
different levels of inflation and decline in
production;

3) financial stabilization of the national economy, the
effectiveness of which depends on the political will
and rational management decisions of the national
government, but its achievement is sometimes
accompanied by imbalances in the economic
structure (e.g., for example, an imbalance between
government obligations to finance budget
expenditures and the possibility of securing them
may lead to forced excess cash emission, monetary
restriction, etc.);

4) growth and development, which marks the
beginning of a recovery of the economy and comes
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after the transformation of the main economic
institutions of the society [1].

Under these conditions, security in the economic
sphere is a compulsory system of measures aimed at pro-
tecting the national interests of Azerbaijan in the field of the
economy, which have a regulatory impact on it and actively
counteract external and internal threats, no matter where
they are from.

The current development of the economy of Azerbai-
jan indicates that there is still a significant dependence on
the production of oil and oil products. Fluctuations in world
oil prices have led to a reduction in the efficiency of fore-
casting oil export revenues. Therefore, today the issues of the
diversification of the national economy, assessment of the
level of potential in this area, accounting and monitoring of
the main problems in ensuring economic growth, as well as
strengthening of innovation activity for the formation of the
information society are becoming more and more relevant.

To counteract negative phenomena in the sphere of
socioeconomic security, Azerbaijan needs an active state
strategy.

The subject of state activities in the field of economic
security is the identification and monitoring of factors that
undermine sustainability of the socioeconomic system of
the country in the short and long term, as well as formation
of economic policies that eliminate the harmful effects of
these factors or mitigate them.

The strategy of economic security implies:

+ description of internal and external threats to
economic security;

+ definition of criteria and parameters of the state of
the economy;

+ development of a mechanism for strengthening
economic security of the country.

Strategic national interests of Azerbaijan in the field
of economics are multifaceted. The Law of the Azerbaijan
Republic “About National Security” of June 29, 2004 states
that the realization of the national interests of the Azerbaijan
Republic is possible on the basis of the sovereignty; territo-
rial integrity; stability of the country; sustainable economic
development; economic cooperation at the subregional, re-
gional, and global levels; creation of favorable conditions for
economic development [16].

n accordance with the Law, the national interests of
the Republic of Azerbaijan in the sphere of economics
include:

+ increase in economic potential;

+ development of a market economy, improvement
of its legal basis;

+ ensuring economic stability;

+ creation of favorable conditions for internal and
external investments for the purpose of economic
development;

+ protection and rational use of natural and material
resources;

+ ensuring free and equal participation in the
formation and operation of regional and world
markets [16].

(9]
—_
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When formulating the country’s economic security
strategy, the external aspects of providing economic secu-
rity of Azerbaijan are indispensable. They present a set of in-
ternational conditions for coexistence with other countries,
arrangements and structures that enable the state to freely
choose and implement a strategy of balanced development.
At the same time, it should be noted that the economic se-
curity of the country directly depends on the current inter-
nal social and political processes.

he system of economic security consists of the

legislative, executive, and judicial authorities, public

and other organizations and associations, as well as
statutory instruments regulating economic relations.

The comprehensive provision of Azerbaijan’s eco-
nomic security requires the development and implementa-
tion of a conceptual model and security mechanism that can
strengthen the national economy in terms of the following
characteristics:

1. Resistance to exogenous and endogenous
threats — the ability to withstand destabilizing
factors of internal and external origin, including
unpredictable threats and those that are difficult to
predict, by means of relevant security institutions;
reserves; stocks; legal, organizational and economic
instruments for protecting the interests of the
population and economic entities.

2. Capability of the national economic system for self-
reproduction and self-development — the ability of
regions to ensure reproductive processes, meet the
needs of the population, adhere to the concept of
sustainable economic development.

3. Relative economic self-sufficiency — the country’s
independence when choosing a strategy for
using resources and real property assets;
developing industry, agriculture, services, regional
infrastructure, education and science.

4.Strength ofthelinks between elements of the national
economy — a major factor in the formation of a
system of partnership between public authorities
and business entities.

5. Ability to use competitive advantages through the
formation and effective functioning of the state
innovation system, the development of science
and education in the modern areas of scientific and
technological progress.

6. Compliance of the components of the economic
security system with the regulatory level — the
country’s economic security must be ensured in a
comprehensive manner for all its components.

7. Balance of inter-regional relations — the need for
cooperation among regions, openness of the
country’s economy and regions [7].

On the basis of the systems approach and using
methods of synthesis and analysis, a conceptual model for
strengthening a country’s economic security was formed and
recommended for implementation in Azerbaijan (Fig. 1).

The presented model implies the achievement of the
main goal of a country’s economic security — counteracting
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risks and threats in order to prevent their negative impact
on and damage to the national economy and the welfare of
the population.

The key role in terms of determining the areas of
strengthening economic security is played by components
of the economic security system, namely: production, in-
vestment, innovation, fiscal, foreign economic, food, ener-
gy, ecological, and informational ones. These components
make it possible to form individual levels of the national
economy, according to which potential threats and risks are
identified.

In constructing the conceptual model, there used a
systems method which has made it possible to distinguish
the following principles of economic security management
in a country:

+ principle of conformity, which implies that mana-
gerial decisions to increase the level of socioeco-
nomic development meet the basic requirements
of the system of economic security of the country
and its regions;

+ principle of unity, which emphasizes that all mana-
gerial decisions regarding the provision of eco-
nomic security at different levels of state regulation
are aimed at achieving a common goal of socioeco-
nomic development of society;

+ principle of continuity, which involves a systematic
control and adjustment of managerial decisions in
connection with the possible emergence of new
and transformation of existing negative impacts
and threats;

+ principle of completeness, which suggests an op-
portunity to implement all managerial decisions
under real conditions of the functioning of the
country’s socioeconomic systems;

+ principle of consistency, which implies the absence
of contradictions between the basic structural
components of the system of economic security of
the country;

+ principle of perspectiveness, which provides an
opportunity to implement measures on strength-
ening economic security that are adequate not
only to the current level of economic security of a
region but to its predicted (and / or planned) level
in the future as well.

he system of indicators of economic security is one

of the most important components of the proposed

conceptual model. The adequacy of the selected
indicators and the assessment system formed on their basis
depends on the correctness of identifying the real state of
the country’s economic security and the ability to manage
the economic system as well as to determine the conditions
necessary to strengthen a country’s economic immunity
as a result of its impact on the structural components of
economic security.

The analysis of Azerbaijan’s legal framework shows
that the country has not adopted the concept and strategy
of economic security. The legal platform for enhancing se-
curity of the Azerbaijan economy is laid down in the Law on

BIBHECIHOOPM N2 12019

www.business-inform.net




e N
Leqal svstem Institutional . System of governmental
galsy e and non-governmental institutions|
\. J
e ) T T T T T \l e N
ES concept <~ : Subjects involved in strengthening ES | Goals and objectives
N J | 1 [ of the ES system
p . | Governmental authorities : . J
ES strat : I ( )
strategy <~ I I Components
\. J |
_: Local authorities I L of the ES system )
_ N I ] N
Regional ES programs | I .
9 prog -~ | Principles
- ~ : Economic entities : g of ES management
| | \. J
4 N\ | : 4 N\
ES standards | Non-governmental I Key indicators for evaluation
for enterprises - : and non-profit organizations 1 7 of the ES system
\. J | : \_ J
|
: Population of the country :
. )
Mechanism for strengthening a country’s ES
v v
Main areas Functional components

Fig. 1. Conceptual model for strengthening a country’s economic security

Source: developed by the authors based on [17; 12].

National Security approved by Milli Mejlis of the Azerbaijan
Republic in 2004, and in the National Security Concept ap-
proved by the Presidential Decree of Azerbaijan on May 23,
2007. The main measures of these legislative documents in-
clude ensuring economic independence by raising econom-
ic potential of Azerbaijan, development of market relations,
integration into the world economic space, etc.

development and the internal socioeconomic priorities

of the Azerbaijan government require the formation of a
separate effective concept and strategy of economic security
for the Azerbaijan Republic in order to identify specific
strategic goals and measures that would fully envisage the
consideration of economic potential and prospects of the
sustainable development of the country. The concept of state
policy in the sphere of economic security aims at identifying
and monitoring factors that undermine the sustainability
of the socioeconomic system of the state in the short and
long term as well as the formation of economic policies that
eliminate the harmful effects of these factors or mitigate
them. The state’s strategy in the field of ensuring economic
security should facilitate the creation of mechanisms for
elaborating measures to develop and strengthen positive
phenomena and processes in the economy and mitigate
negative ones.

In our opinion, the modern realities of the global economic

BIBHECIHOOPM N2 12018

www.business-inform.net

The concept of economic security should lay the foun-
dations of the state policy to ensure the economic security
of the Republic of Azerbaijan, which include:

+ establishing an information base for objective and
comprehensive monitoring of the economy and
society and implementing the monitoring in order
to identify and predict internal and external threats
to the vital interests of the objects of economic
security;

+ developing a set of measures for the prevention
and neutralization of internal and external threats,
evaluation of the results of their implementation;

+ creating conditions for the implementation of the
set of measures to ensure economic security [1].

At the same time, the strategy of economic security
should include:

+ description of internal and external threats to
economic security;

+ definition of criteria and parameters of the state of
the economy;

+ development of a mechanism for strengthening
the country’s economic security [1].

In general, the state strategy of Azerbaijan in the
sphere of security should be developed and implemented in
the framework of the conducted economic policy, the main
priorities of which are to ensure a stable socio-economic
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position of an individual, socioeconomic, military and po-
litical stability of the society, observance of constitutional
rights and freedoms of man and citizen.

Itis worth noting that the main strategic goals of Azer-
baijan’s economic policy are currently quite prudent and ra-
tional, including the development of the oil sector; improve-
ment of transport, transit, and logistics infrastructure; bal-
anced development of regions; provision of the transition to
the information society; development of human capital and
an effective system of social protection; enhancement of in-
stitutional capacity; development of civil society; protection
of the environment, etc.

he state and regional level of economic security

cannot be ensured without proper support at

the enterprise level. Each business entity is
a component of the country’s economic system and a
potentially vulnerable element that may affect the overall
equilibrium of the entire system. Therefore, the formation
of systems security foundations for each individual
economic entity of the national economy is a guarantee of
the protection of the economic system as a whole. To this
end, international standards of economic security have
been formed in the world system of economic relations,
which created unified basic conditions for the protection
of the global economic system and international relations
at the micro level.

Many years of work of the International Organization
for Standardization (ISO) have resulted in the creation of
documents concerning issues of development and unifica-
tion of the standards of economic security, which consider
all the main components of accounting and risk manage-
ment in activities of a business entity. The introduction of
security standards at the enterprise level allows for “defining
the context” in the system of initial conditions for ensur-
ing the economic security of an organization and allows the
organization to set goals, conditions under which it seeks to
achieve its goals, identify stakeholders and risk criteria (ac-
ceptable levels). The qualitatively developed on the basis of
international experience standards of economic security of
an organization make it possible to assess the level of secu-
rity of the organization, its competitiveness, which is espe-
cially important in strategic development planning, includ-
ing in the implementation of investment projects.

The practice shows that, under conditions of global-
ization of the world economy and increasing competition of
world economies, the economic stability of the functioning
of all economic entities does not depend on the forms of
ownership and the level of capitalization. Therefore, under
modern economic conditions, enhancing economic security
of Azerbaijan’s enterprises is one of the main guarantees of
an effective development of the economy of the country as a
whole, including ensuring a high level of its competitiveness
in the world community.

A key role in the proposed conceptual model is played
by the mechanism for strengthening a country’s econom-
ic security, aimed at ensuring the stability and balance of
the national economy in the long run. Let us consider this
mechanism in more detail (Fig. 2).

54

Thus, the presented mechanism is a structuring of the
main elements a country’s economic security system and
areas of its improvement, aimed at providing favorable con-
ditions for stimulating economic growth and timely detec-
tion and counteraction to potential threats and risks for the
development of the national economy.

This mechanism should play a number of important
functions, namely:

+ protective function, which involves the protection
of the economic system from internal and external
hazards, the realization of which is directly related
to the formation and use of resource potential of
the regional economy;

+ regulatory function, which implies the neutraliza-
tion of risks and guarantee of economic security
take place through mechanisms represented by
various subsystems of economic relations (the
mechanism of state regulation of the economy,
market, enterprise);

+ preventive function, which is in averting criti-
cal situations in economic processes: developing
measures of socioeconomic, organizational and
technical nature, aimed at neutralizing threats and
improving the protective functions of the system;

+ innovative function, which suggests the ability
of economic security to stimulate the search for
non-traditional solutions in preventing possible
negative effects caused by threats in the regional
economy;

+ diagnostic function, which means that the devel-
opment of relevant concepts, programs, practical
policies, legal and institutional infrastructure must
undergo compulsory diagnosis in terms of eco-
nomic security;

+ social function, which suggests the ability of an
economy to satisfy the interests of economic actors
and social groups, all members of society [20].

The economic security of a country is inextricably
linked with the development of the information society and
the introduction of information and communication tech-
nologies (ICT) in all spheres of the economy.

Strengthening security and increasing trust in using
ICT is one of the most important factors in the develop-
ment of the information society of Azerbaijan. Today this
aspect is paid close attention in developed world countries,
first and foremost, due to the threat of unauthorized acqui-
sition of economic information. It involves network security
issues, data security management, electronic transaction
security, including authentication of electronic documents
and protection against spam of business entities, govern-
ment bodies and other organizations that form the core of
the national economy. All of these types of protection have
formed the concept of cybersecurity in the world of scientif-
ic and practical information activities. For Azerbaijan, this
issue is also extremely relevant.

In order to protect economic and other types of in-
formation, a special Electronic Security Center under the
Ministry of Communications and High Technologies of the
Republic of Azerbaijan has been formed in the country. This
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organization, created on the basis of Part 5 of the Decree
of the President of the Republic of Azerbaijan dated Sep-
tember 26, 2012 No. 708, is a state body that provides coor-
dination of activities of information infrastructure subjects
in the field of cybersecurity; information on existing and
potential electronic threats at the country level; education
of the population, private and other structures in the field
of cybersecurity; methodological assistance [21].

a world organization defining standards in the field
of telecommunications and radio, annually publishes
the Global Cybersecurity Index (GCI), which is a survey
measuring the commitment of countries to cybersecurity at
a global level. Published for the first time in 2014, the GCI
was created to promote the development of a global culture

The International Telecommunication Union (ITU),

of cybersecurity and its integration into the basis of ICT. The
Index defines the obligations of ITU member states regarding
cybersecurity in order to facilitate further efforts in the
adoption and integration of cybersecurity on a global scale.

When calculating the Global Cybersecurity Index,
experts rely on five pillars: availability of legal systems and
structures dealing with issues of cybersecurity and cyber-
crime; technical capabilities in the field of cybersecurity;
existence of institutes for coordinating cybersecurity poli-
cies and strategies at the state level; availability of research,
educational and preparatory programs, as well as certified
specialists and state institutions that contribute to building
capacity in the field of information security; availability of
partnerships, cooperation mechanisms, and information
exchange systems. The values of these indicators and the
general index are presented in Tbl. 1.

Table 1
Scores of the selected post-Soviet countries for the GCl pillars in 2015

Country Legal Technical Organizational Ca;_)ac.ity Internatio_nal (_ilobal Regi?nal

measures | measures structures building cooperation index ranking
Azerbaijan 0.75 0.5 0.5 0.5 0.5 0.5294 1
Georgia 0.75 0.6667 0.75 0.25 0.25 0.5 2
Russia 1 0.3333 0.5 0.375 0.5 0.5 2
Moldova 0.75 0.5 0.25 0.25 0.375 0.3824 3
Ukraine 0.75 0.3333 0.25 0.125 05 0.3529 4
Armenia 0.5 0.5 0 0 0.125 0.1765 5
Belarus 0.75 0.3333 0 0 0.125 0.1765 5
Kazakhstan 0.75 0.3333 0 0 0.125 0.1765 5
Tajikistan 0.75 0 0 0 0.25 0.1471 6
Uzbekistan 0.75 0.1667 0 0 0.125 0.1471 6
Kyrgyzstan 0.5 0 0 0 0.25 0.1176 7
Turkmenistan 0.75 0 0 0 0 0.0882 8

Source: The International Telecommunication Union.

As is seen, in 2015 Azerbaijan ranked 1% among the
post-Soviet countries in the GCI with its index equal to
0.5294, being narrowly ahead of Russia and Georgia, which
indexed were at 0.5. In the global ranking, the Republic of
Azerbaijan was the 11 out of 196 countries.

of them had a robust cybersecurity system that could
ensure protection against hacker attacks, another 12 %
were in the process of developing a similar strategy.

According to the report, in 2017 Azerbaijan was the
48™ in the world ranking. The position of the country among
the post-Soviet countries is shown in Tbl. 2.

As is seen from the data in Tbl. 2, in 2017 Azerbaijan
was the 4" among the selected post-Soviet countries and
the 48t among 193 countries of the world. The GCI of Azer-
baijan did not change starting from 2015, due to which the

In 2017, the GCI included 193 countries. Only 38 %

56

country lost 37 positions. The best achievements among the
analyzed countries had Georgia and Russia, which rose by 4
and 2 positions respectively. All the other countries, includ-
ing Azerbaijan and Ukraine, fell in the ranking.

In recent years, in Azerbaijan, decisive steps aimed at
reforming the economy and transiting to qualitatively new
forms of management have been taken. Undoubtedly, the
Republic of Azerbaijan has a powerful economic potential
and it will help to raise the standard of living of its popu-
lation. The state should focus its efforts on creating equal
conditions for developing and increasing competitiveness of
enterprises regardless of the form of ownership, for attract-
ing foreign investments, elaborating an effective mechanism
to monitor compliance with legislation, strengthening state
regulation in the economy, and taking necessary measures
to ensure reliable protection of all sectors of the national
economy.

BIBHECIHOOPM N2 12019

www.business-inform.net




Table 2

Dynamics of the GCl of the selected post-Soviet countries

Place in the global ranking
Country of the region Index value
2015 2017 Change

Georgia 0.819 12 8 +4

Russia 0.788 12 10 +2

Belarus 0.592 23 39 -16
Azerbaijan 0.559 1" 48 -37
Ukraine 0.501 17 59 -42
Moldova 0418 16 73 -57
Kazakhstan 0.352 23 83 -60
Tajikistan 0.292 24 91 -67
Uzbekistan 0.277 24 93 -69
Kyrgyzstan 0.27 25 97 -72
Armenia 0.196 23 m -88
Turkmenistan 0.133 26 132 -106

Source: The International Telecommunication Union.

CONCLUSIONS

Consequently, the scientific comprehension of the
complex of problems associated with the development and
implementation of the state policy to ensure economic se-
curity, is now of particular importance in Azerbaijan, since
their solution will contribute to the development of the in-
formation society in the country, sustainable development
of all sectors of the economy and increase in the level of wel-
fare of the population.

he proposed conceptual model for strengthening

Azerbaijan’s economic security facilitates achieving

the main objective of the country’s economic
security — counteracting risks and threats in order to
prevent their negative impact and damage to the national
economy and the welfare of the population. A key role in
the proposed conceptual model is played by the mechanism
for strengthening a country’s economic security, aimed
at ensuring the stability and balance of the national
economy in the long run. It represents the structuring of
the main components and areas for improving the system
of economic security of the country in order to ensure
favorable conditions for stimulating economic growth and
timely response to potential threats and risks associate with
the development of the national economy. u
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