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banking operations. On the basis of current and up-to-date data and opinions of authoritative English-language publications on business, the problems concern-
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blockchain-solutions in various spheres, have been evaluated. As a result of the research, the main directions of work of startups in the field of application of
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YIK 336.7
Jfasudos . C., Paboson J. A. lMepcnekmueu 3acmocy8aHHA mexHono2ii
6nokueliH y ditoyomy 6i3Heci ma cmapman-npoekmax

Memoto cmammi € docnioxeHHa nepcnekmus i moxcausocmel 3acmocy-
BAHHA MexHono2ii 6:10KYeliH y NIONPUEMHUYMBI, a MAKOHC MiHHAPOOHUX
naamexax i GaHKigcbKux onepayiax. Ha OCHO8I aKMyanbHUX i Cy4acHUX
0aHux, a makox: OyMoK aemopumemHuX aHeNOMOBHUX 8UOaHb PO bi3Hec,
8cebiyHo po3enaHymo npobnemu, Wo CMocyomeca akmyanbHoOCMi mex-
Honoeii po3nodineHo20 peaicmpy, a MaKo# 0aHa OUIHKA pe3ynbmamam
disnbHoCcMi 6a2ambox cmapmanie — MoaA00UX KOMNAHIL, Wo MPayome
Ha0 610K4elH-pieHHAMU 8 Pi3HUX chepax. BudineHo OCHOBHI HANPAMKU
pobomu cmapmanie y chepi 3acmocysaHHa mexHonoeii 6okyeliH: cmapm-
KOHMpakmu; xmapHe 36epizaHHs 0aHux; 8upobHUYi npoyecu; cgepa onaa-
mu npayi HaGMAaHUX NPayieHUKI6; enekmMpoHHe 20/10CY8AHHA i3 3aXUCMom
8i0 3710My; «eKOHOMIKa crinbHOT yyacmix (sharing economy). Mepcnekmuga-
MU nodanbwux 00cioxeHs y OGHOMY HAMPAMKY € KOHKpemHe 0brpyHmy-
BGHHA 30CMOCOBHOCMI MeXHOA0RIT Po3nodineHo20 pezicmpy ma KoHyenuyii
deyeHmpanizayii 8 cekmopax, Wo po3euUBAIOMLCA («eKOHOMIKA CMinbHOT
y4acmi», «lHmepHem peveii»), @ makox binbw 2nubokuli axani3 enausy
HOBUX pilieHb CMOCoBHO MPaduyiliHoi 6aHKieCbKOi cucmemu ma iHWwuX 2a-
ny3eli eKOHOMIKU, y momy vucai i 8 YKpaiHi.
Knrouoei cnoea: mexHonozis 610KyeliH, Hogi mexHonoeii 8 nionpuemMHUYMai,
Kpunmosastoma, cmapmanu y cipepi bnok4elis, deyeHmpanizayis.
bi6n.: 32.
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he main goal of the article is to review and analyze

the prospects for using blockchain technology,

which is gaining popularity, possibilities of its ap-
plication in entrepreneurship, creation and development
of startups in various spheres of the economy.
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Jfaevidoe 4. C., Paboeon 1. A. lMepcnekmusel npumeHeHUs mexHono2uu
6nokyeliH 8 delicmaytoujem 6usHece u cmapman-npoekmax

Lensto cmamou Aeasemcs uccnedo8aHue nepcrnekmus u 803moxcHocmeli
NPUMeHeHUs MexHono2uu baokveliH 8 npednpuHUMamenscmee, a Makxe
MexOyHaPOOHbIX NAGMeXax u BaHKoBCKUX onepayusx. Ha ocHose akmy-
0/1bHbIX U COBPEMEHHbIX OOHHbIX, O MaK#e MHeHUll aemopumemHsix aH-
2/10A3bI4HbIX U30aHUl 0 bu3Hece, 8cecmopoHHe paccmMompeHsl npobremel,
Kacatowueca akmyansHoCmu mexHosno2uu pacnpedeneHHo20 peaucmpad, a
maKie 0aHa OUEHKA pe3yabmamam desmensHOCMU MHO2UX Cmapmanos
— M0s00bIX KomnaHul, pabomarowjux Had ba0KveliH-peweHUAMU 8 pas-
NUYHbIX chepax. BoideneHsl 0CHOBHbIE HANpPasaeHus pabomel cmapmanog
8 Cthepe npumeHeHUA MexHOMO02UU 6/I0KYeliH: CMapm-KoHMPakmel; 06-
/I04YHOE XPaHeHUe OaHHbIX; MPou380ACMBeHHbIe MPOUECCsl; cepa onaamel
mpyoa HaemHbIX PaBOMHUK0S; 31eKMPOHHOE 20/10C08AHUE C 3auwumoli om
83/10Ma; «00/1€8as IKOHOMUKa» (sharing economy). Mepcnekmusamu dans-
Heliwux uccnedosaHuii 8 0aHHOM HANPasneHUU A8AemMcA KOHKpemHoe
060CHOBAHUE MPUMEHUMOCMU MEXHO02UU pacrpedeneHHoz0 peaucmpa
U KOHYenyuu 0eueHmpanu3ayuu 8 paseusarowuxca cekmopax («dosesas
3KOHOMUKG», «MHMepHem eeweli»), a makue 6Gonee 2aybokuil aHanu3
81UAHUA HOBbIX peweHuli mpumeHUmensHo K mpaduyuoHHol 6aHKoscKol
cucmeme u Opyaum ompacnam SKOHOMUKU, 8 MOM Yucne U 8 YKpauHe.
Kniouesble cnosa: mexHonozus 6:10KkyeliH, Hogble MexHOM02uU 8 MPednpu-
HUMamesnbCMae, KPUNMOBAAKMbI, CMAPMAns! 8 cepe ba0K4eliH, deyeH-
mpanusayus.
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The most relevant in the context of the research
topic of the article is the question of what the scale of
impact on the world economy and its most important
sectors by the new technology that is gaining momen-
tum will be. Right now, according to numerous studies,
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more and more people, even without knowing about the
existence of cryptocurrency and blockchain technol-
ogy, are beginning to realize the need for cheap and fast
cross-border remittances, not to mention protection of
personal data.

The issue of using blockchain technology and solu-
tions based on it is actively developed, and in the context
of globalization acceleration of the process of introduc-
ing scientific and technical achievements into various
spheres, and to a large extent into entrepreneurial activ-
ity, is of great practical interest.

The object of the research presented in the article
is a global phenomenon of the spreading of blockchain
technology, prospects and problems of its use in the
world economy and entrepreneurial activity.

nder modern conditions of the world economy,

such issues as speed and simplicity of money

transfers, protection of personal data, Internet
privacy are becoming more and more relevant. The re-
cent scandal involving the world’s largest social network,
has once again impressively demonstrated the vulner-
ability of personal data in centralized systems owned
by one person (even if it is a large company) that is not
capable of, in one way or another, preventing a possible
data leakage [1].

It should be borne in mind that even at the level of
leading organizations, such as the American Red Cross,
there are sometimes such “mistakes” as misuse of funds.
And after considering some examples, the whole scale
of the problem of centralized organization and lack of
full transparency becomes evident. For example, “the
American Red Cross spent a quarter of the money peo-
ple donated after the 2010 Haiti earthquake — or almost
USD125 million — on its own internal expenses” [2].

Another worldwide problem that can be solved by
using blockchain technology is the struggle against coun-
terfeit goods, where we can see a significant number of
negative examples. According to the authoritative blog
on entrepreneurship and marketing BrandonGaille.com,
“about 7 % of the world trade is made up of counterfeit
goods” [3]! The same source informs that only American
companies lose an average of about 200 billion US dollars
due to piracy of intellectual property. However, the solu-
tions that are being developed by some startups right now
can help fight counterfeit products in the near future.
For example, the startup VeChain is actively working on
mechanisms to ensure protection from counterfeiting.
Authentication will occur by scanning a smart chip em-
bedded in the product (for example, a Louis Vuitton bag).

Speaking about personal and marketing informa-
tion, according to Harvard Business Review, up to 94 % of
online merchants do not have the data accurate enough
to make a proposal suitable for a particular user [4]. “This
problem manifests itself when you see that same dis-
play ad following you from one website to another, even
though you have already made a booking for that hotel
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two days ago” [4]. The same goes for too frequent and
annoying ads.

Moreover, in the long term, with all of the advan-
tages of blockchain technology (which will be described
later), the user will be able to determine who would use
the data generated by his/her activity on the Internet
(including the availability of the features of selection or
prohibition, depending on the rating of the company or
organization) [4].

ne of the sources of distribution, as well as one

of the first cases of using blockchain technology,

is Bitcoin, which is the invention of an anony-
mous programmer under the pseudonym of Satoshi
Nakamoto. This cryptocurrency was created in 2008,
but it was preceded by many unsuccessful attempts to
make an inexpensive and secure payment instrument,
e.g., DigiCash (1989), E-Gold (1996), B-Money and Bit-
Gold (1998). However, all these projects and companies
organized on their basis, one way or another had to leave
the market, despite the introduction of some useful func-
tions, including encryption. They lacked what the creator
of Bitcoin suggested, namely, the consensus algorithm
“proof-of-work’, which has allowed the entire decen-
tralized network “unanimously” recognize a particular
transaction as valid [5].

In October 2008, just after the “Emergency Eco-
nomic Stabilization Act” prevented the deepest crisis in
the US economy, one programmer presented his descrip-
tion of a peer-to-peer system of electronic payments,
where trust of users to each other was replaced by a cryp-
tographic “consensus’, which automatically leads away
from the need to trust each other.

As for the blockchain, it is an electronic register
of all transactions formed into “blocks’, which are added
there in a strict sequence, excluding their further modi-
fication. In fact, this is an electronic version of the led-
ger, but thanks to encryption and storage on thousands
of computers (so-called nodes) around the globe, it be-
comes possible to achieve a much higher level of security
than in traditional centralized storage systems but with-
out a single control center.

Despite the fact that the participants are just ordi-
nary users and not special institutions (as, for example, in
the banking sector), the very absence of the need to trust
each other already makes the system largely safe and
competitive compared to traditional tools. This becomes
possible because encryption does not provide the ability
to identify another user.

Undoubtedly, like many new inventions related
to anonymity and bearing the task of making new in
the sphere of payments, Bitcoin has its numerous ups
and downs. For example, at the first stages of develop-
ment, its relative anonymity interested users of the so-
called “DarkNet” - in fact, a market for things that are
illegal. “Relative” because it is impossible to identify the
user only until it becomes known for sure that behind
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some “public address” a certain person stands. As for the
DarkNet and the use of Bitcoin for illegal purposes, this
is mentioned in the book of the well-known blockchain
experts Don and Alex Tapscott “Blockchain Revolution:
How the Technology Behind Bitcoin Is Changing Money,
Business, and the World” “Money is a technology, after
all. When someone robs a bank, we do not blame the
money that sits in the vault for the robbery” [6, p. 356].
However, one should understand that Bitcoin is
just one of a huge number of possible options for using
blockchain technology. Among other things, blockchain
technology can be used for solving problems related to
the vulnerability and inconvenience of centralized ser-
vices, especially in the field of cross-border payments.

tor, as the transfer of earnings by labor migrants to

their homeland (e.g., as for Ukraine, in 2016 this
amount was USD5.4 billion, or 20 % of all revenues of
the state budget), needs cardinally new solutions even in
the era of a developed banking system [7, p. 234-235]. To
send USD100 from Puerto Rico, a migrant worker can
spend up to 12 % of the amount in the form of a commis-
sion to an intermediary in the person of Western Union
or another company. Moreover, we should take into ac-
count the costs of traveling to the physical office of this
company (there are more than 550 thousand of them in
the world), which often occurs through socially-deprived
districts. Furthermore, in many countries, such as Turk-
menistan, the Central African Republic, Yemen, the Re-
public of the Niger, Guinea, Burundi, Madagascar, and
Afghanistan, the proportion of the population that has its
own bank account does not exceed 10 % [8]!

For example, the Stellar project aims at solving this
problem. The advantages of the platform of this project
are high speed of payments, small commissions and ease
of use (because there is a feature of transferring not only
cryptocurrency but conventional money in the equiva-
lent of USD, GBP, etc.).

Blockchain is also applicable to other spheres of
economy and business, except for money transfers.

It is necessary to focus on the most advanced direc-
tions for the solutions of startup projects that are closely
involved in their development and implementation:

1. Smart contracts. Despite the fact that Nick Szabo
put the term into circulation for the first time in 1994, it be-
came widespread only in 2013 [9]. This is because another
blockchain project called Ethereum set a goal to create a
special platform based on which so-called smart contracts
can operate. They are special self-executing computer pro-
grams that allow their operation without third parties, as
well as performing the function of protecting the process
from hacking and any other interference.

In fact, this term refers to a computer code (without
delving into extensive scientific details), which can (like a
real paper contract) perform numerous functions set by
developers: register ownership rights (without the pos-

S uch a large and significant for many countries sec-
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sibility of a subsequent change), transfer some amount of
ether (the project’s cryptocurrency), and do many other
useful things based on its key properties (autonomous
nature and immutability).

2. Using blockchain technology in cloud storage. The
projects like Storj and Sia offer to create secure cloud stor-
age using the distributed ledger principle to protect data.
For example, the founder of Storj, Shawn Wilkinson, in an
interview with Venture Beat (a blog about new technolo-
gies) said that even if you just use extra space on the hard
drives of users, you can eventually get just a huge space of
cloud storage [10]. By analogy with the house you rent, you
can rent out space on your hard drive, getting a small fee
for it in the crypto currency, while remaining anonymous.
“Considering the world spends USD22 billion + on cloud
storage alone, this could open a revenue stream for average
users, while significantly reducing the cost to store data for
companies and personal users’, says Wilkinson.

3. The production process of almost every product
involves many suppliers of materials and components
that are then assembled within the production facilities
of the company representing, for example, the Faber-
Castell brand. Such a powerful corporation, of course,
has quite reliable suppliers, but in theory, there is always
possibility of inconsistencies in the delivery of materi-
als, or failure (bankruptcy) of partner companies in the
course of the production cycle.

Blockchain technology can help to solve the problem
of insufficient transparency of processes (on the basis of
anonymity, though this might sound contradictory) that
occur up to the level of each specific unit of production
for the management of the company and its shareholders.

Several startups, such as Provenance and Sku-
Chain, are currently working on this problem, and trans-
parency of origin of goods is of interest to many research-
ers and attracts attention of some large corporations such
as IBM [11].

4. The sphere of labor remuneration. Here the field
of research becomes even more extensive. Geoff Weiss,
one of the authors of the magazine about entrepreneur-
ship “Entrepreneur’, says that “If your company regularly
pays wages to international workers, then incorporating
Bitcoin into the payroll process could be a major cost
saver” [12].

One of the projects working on this problem -
Bitwage, says that the introduction of such a system of
labor remuneration will make this process not only less
expensive financially but also relatively quick in time as
well as more transparent. Besides, such projects as Circle
and Abra working in this sphere are already beginning to
compete with such players as Venmo (part of the central-
ized payment service PayPal).

5. E-voting based on distributed ledger technology.
At the moment, the Swiss project Agora is actively work-
ing on solving this problem. Under the control and with
the help of the technology developed by this project, in
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March 2018 the first blockchain elections took place (in
Sierra Leone) [13]. The blockchain of this project was
used to confirm the result of the presidential election,
which already means a big breakthrough in the practical
application of distributed ledger technology under real-
life conditions (even if only 400,000 votes were entered
into the system, which is only one region of Sierra Leone).

A new electronic voting system based on block-
chain technology in general (not only the solution pro-
posed by Agora) can be used both in public administra-
tion and for commercial purposes.

6. In addition, it is also worthwhile to consider the
use of blockchain and its capabilities within the frame-
work of a new trend — the so-called ‘sharing economy’,
which opens up a vast field of research for economists,
technical experts, entrepreneurs, and founders of start-
ups. Modern leaders of the sharing economy, such as
Uber (in the sphere of ride-sharing) and Airbnb (in the
sphere of home-sharing), today are considered by mil-
lions of users as faster and cheaper alternatives to tra-
ditional taxi services and hotels. But, just as we moved
from Web 1.0. (users only visit sites) to Web 2.0. (there is
the possibility of communication, commenting and put-
ting likes) and move to Web 3.0. (the desire to decentral-
ize, protect data and create peer-to-peer networks with
equal rights of all users), there is an active development
of companies in the sharing economy. And according to
studies of authoritative publications and experts, it is
possible to assume that the next breakthrough will be
with blockchain technology.

Such companies as Uber and Airbnb are central-
ized, and the growing sharing economy is increasingly
focusing on P2P (Person to Person) to buy services di-
rectly, without intermediaries. In his article on Medium,
the founder of the Origin platform (which works on this
problem) Josh Fraser notes that such companies (Uber
and Airbnb), despite the considerable spread, have been
banned in many cities or heavily regulated [14].

onsidering the fact that businesses worldwide
‘ send out USD150-300 trillion in international pay-

ments annually, the niche for creating tools in this
sphere looks more than attractive for startups. Of this vol-
ume, about USD200 billion is revenue in the form of 10%
commissions (on average), with a payment time of 2 to 5
working days [15]. Payment cards generate about the same
amount of revenue, but at the same time, both tools are
not so convenient for the modern world and also expen-
sive for businesses. As for the dynamics of the interest of
large companies and organizations in making investments
in projects of the blockchain sector, here it is enough to
cite the following data. During the period of 2015-2017,
such companies and organizations as Citigroup, Nasdagq,
Visa, Wells Fargo, J. P. Morgan, Deloitte, American Ex-
press, and many others expressed their desire to work in
this direction or have already invested into startups [16].
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The sphere of international settlements between
importers, exporters, banks and insurance companies
is also mostly based on paper, physical documents (let-
ters of credit, international shipping bills) sent by mail
all over the world and with the required stamp on them.

In this context, it is worth noting that a great ben-
efit from using blockchain will not be achieved until the
joint, rather than individual, initiatives of banks become
a reality. As for real examples of the use of blockchain
solutions in the sphere of international trade, on May 14,
2018, HSBC Holdings Plc reported on the performance
of the world’s first trade finance transaction using a single
blockchain platform [17].

he introduction of blockchain technology and

I instruments based on it will allow in the future

to accelerate the processes that occur during the

exchange of goods between regions and significantly in-

crease the pace of development of both world and de-

veloping economies. In particular, such startups as Wave

(Israel), EssDocs (Malta) and Bolero (Great Britain) are

engaged in this problem, but significant progress in the

practical implementation of proposals within this prob-
lem was not achieved at the time of writing this article.

Within the framework of the study presented in
the article, it is also necessary to highlight and analyze
trends in the development of blockchain technology and
tools on its basis in relation to the banking sector. Ac-
cording to many publications and interviews with leading
bankers, it can be concluded that the use of distributed
ledger technology can be beneficial to both commercial
and central banks enabling them to achieve savings in
the future by billions of dollars. Many bankers see great
prospects in blockchain technology. Thus, James Disney,
global head of software investment banking at Credit Su-
isse, says: “Blockchain technology can reduce the time to
settle a leveraged buyout from 20 to 30 days to a matter
of minutes” [18].

According to the consulting company Accenture,
the world’s largest investment banks can win up to USD10
billion a year, due to lower costs in the process of clearing
and settlement operations [19]. Moreover, according to
another study, in partnership with Santander (the larg-
est financial and credit company in Spain), the banking
system as a whole can save up to USD20 billion, because
the potential for development of blockchain-based solu-
tions (including in the form of computer applications for
banks) affects any transactions that must occur quickly,
safely and with the data protected [20]. “Blockchain has
a powerful ally — the need to reduce costs now facing all
banks” [21, p. 156].

Richard Lumb, head of financial services at Accen-
ture’s Financial Services, says that, first of all, we will see
the effect of using the new technology by clearing houses
(Deutsche Borse, Australian Stock Exchange). After all,
today they carry out their activities for the most part by
countless reports and verification by hand [22].
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Moreover, according to Stuart Graham, chief ex-
ecutive of Autonomous Research LLP, a ready-made tool
will be developed over the next few years, and it will be
used by the whole industry, because “it is none of their
interests to keep all the bureaucracy and inefficiencies...”
[22]. The relevance of such a tool is once again confirmed
by the fact that according to PricewaterhouseCoopers, 81
% of CEOs of banking sector companies are concerned
about the rapid development of technologies [23].

The use of blockchain in bank payments (both com-
mercial and central banks) will make this procedure more
effective. For today there is the SWIFT system, or the So-
ciety for Worldwide Interbank Financial Telecommunica-
tions. It is successfully used to transfer trillions of dollars
in the form of messages between banks around the world,
but an increasing number of firms intend to use block-
chain technology to optimize this process in the future.

The leader in the field of bank payments and appli-
cations for banks is the Ripple project. For example, SAP
(a large manufacturer of corporate software) in coopera-
tion with ATB Financial (a state financial institution that
provides services to Alberta residents with revenues of
over USD1.5 billion), and Ripple, send the first interna-
tional blockchain payment from Alberta to ReiseBank
AG (Germany) [24]. The bank used special software —
SAPHANA Cloud Platform and SAP Payment Engine.
CAD1000 (EUR667) were transferred in about 20 se-
conds, whereas normally it would take two to six working
days to complete such an operation [25].

nother promising direction of introducing dis-
Atributed ledger technology is safe and reliable

poof of identity by storing personal data in block-
chain (which is a very important factor, including in the
banking sector). Over the years, banks have attempted
to create a register with shared access (for banks) to
customer data, but they failed to find the right solution
that would suit all players of this specific market and not
cause additional problems with legal liability.

The scope of the blockchain application in the form
of solutions for KYC (know your customer) and AML
(anti-money laundering), for which banks are willing to
pay, attracts dozens of startups, among which are Cam-
bridge Blockchain, Tradle, Credits and Blockstack.

According to the Harvard Business Review, in
2016, about 20 % of financial institutions considered
blockchain as a tool for KYC [26]. Moreover, as reported
by Thompson Reuters (2016), financial institutions spend
from USD60 million to USD500 million per year to keep
up with KYC [27]. The reasons for such expenses are be-
coming clearer as we present the following figure — in
2015 regulatory alerts that banks have to reckon with oc-
curred on average every 12 minutes [28]!

Thus, due to the anonymity and possibility of suf-
ficiently reliable protection of personal data using tools
developed by blockchain projects and distributed ledger
technology, it is possible to achieve significant savings in
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many areas of the economy, as well as to reduce the pos-
sible damage from leaks of personal data. For example,
in 2016, the US government spent about USD28 billion
on cybersecurity, which is more than the budget of some
countries in the world. Moreover, according to research,
the world community is likely to lose up to USD600 bil-
lion due to global cybercrime (which is about 0.8 % of the
world GDP) [29, 30].

CONCLUSION

Thus, blockchain technology goes far beyond not
only payment systems but also the world of finance, open-
ing up new opportunities for startups and ordinary users
in many areas of the modern development of the world
economy. For example: the sharing economy, Internet of
Things, transparent decisions during elections (including
commercial enterprises), direct financing of campaigns
to support socially important issues and initiatives, etc.

Also, the urgency of the technology is confirmed
by the fact that it was included in the list of twelve key
emerging technologies in the report of the annual meet-
ing of the World Economic Forum in Davos held in Janu-
ary 2018 [31].

As for the degree of interest of the world communi-
ty in new solutions with different spheres of application,
even taking into account many limitations and risks, it is
possible to cite positive dynamics of investing in block-
chain projects. In the middle of May this year the amount
of USD7.3 billion was attracted within the framework of
ICO, while for the whole of 2017 it was only USD3.88
billion [32].

Thus, it is possible to conclude that technologies,
such as blockchain, are changing and will be changing the
situation in the world trade, business, politics, and the
economy as a whole — it is just a question of the degree
of preparedness of the ground, conditions for their adop-
tion. After all, their implementation in a fairly short time
can lead to a significant cost reduction in many areas, as
well as contribute to improving the safety and transpar-
ency of processes.

Of course, to start the stage of a widespread use of
this innovative technology, much remains to be done -
both on the part of government agencies and on the part
of users and founders of startups. But one thing is obvious
now — distributed ledger technology has the highest po-
tential for practical and scientific development, and tak-
ing into account the technological progress, the scope of
its use will not be unnoticed as soon as in a few years, not
to mention how many new opportunities it will bring. B
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