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At the present stage of the development of the digital economy especially relevant are the technologies that are universal in nature and will be able to change
the business processes of modern Internet companies. One of such directions is cloud solutions that allow, among other things, faster access to the necessary
information, minimizing the locally occupied memory, by shifting basic information operations to remote capacities, while accelerating many processes and
making the expensive infrastructure unnecessary. However, it is worth noting the existence of a number of restrictions related to insufficient awareness of
companies as to new solutions, as well as their link to existing solutions, which makes it quite difficult for them to fulfill transition to new, more efficient cloud-
based instruments. The authors analyze the key factors of both positive and negative nature, which in some way or another influence the decision-making by
digital companies on the beginning of active application of this complex of new technologies. A substantiation for the feasibility of such innovations is provided.
The main trends of digital economy development and the process of digitalization with integration of traditional industries therein are considered. The main
advantages and contradictions of implementation of the cloud technologies on a wide basis are shown. The relationship between the growth of quantity of
information in the digital economy and the need to create effective mechanisms for processing and storing it based on the Public Cloud technologies is specified.
The peculiarities of the API-first business model of companies that are actively developing in the face of growing global volume of information are considered.
Examples of the positive effect of using cloud computing technologies in the digital product creation are presented and the industry’s major players are listed.
The importance of government initiatives for implementing innovations is noted. Actual directions of increasing the potential of using cloud technologies in
business are identified.
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n today’s digital economy, its key technologies are

gaining ever-increasing global economic importance.

The scale of the impact of this phenomenon can hard-
ly be overestimated since the majority of the largest sec-
tors of the world economy are already widely connected
with the use of digital tools, mechanisms, and platforms.
Trade, global economic relations between businesses and
customers, cross-border payments — all this and much
more today cannot be imagined without the availability
of convenient and easy-to-use digital tools, online plat-
forms and applications.

The problem of understanding the potential of
cloud technologies as a significant part of this process
(the study of which this paper is devoted) is highly rel-
evant today since this sphere can bring significant ben-
efits both in the form of savings on infrastructure and the
introduction of more effective mechanisms for creating
value in the digital economy. Studies from Eurostat, De-
loitte, and Statista show that despite the rapid growth of
the cloud computing industry, it can also face several bar-
riers, such as lack of awareness, the cost of moving from
traditional infrastructure, etc.

This paper highlights the main aspects regarding
the role of cloud innovations, their impact on business
processes (by creating new niches and tools) and user
interaction with a digital product. The results can be use-
ful for a wide range of researchers and entrepreneurs, as
they form a holistic view of the actively emerging indus-
try that shows a significant growth perspective.

Theoretical basis. This research contains informa-
tion from the following sources: the Information Tech-
nology Association of Canada; Deloitte; Boston Consult-
ing Group; Statista; Synergy Research Group; European
Commission. The data received from these and other
sources made it possible to create a holistic understand-
ing of the dynamics of innovation in the sphere of cloud
storage and data processing, to identify the most charac-
teristic problems and limitations, as well as current chal-
lenges that need to be addressed. The main conclusions
of the publication were made using the information from
these research papers. This study provides a comprehen-
sive analysis of the sphere of cloud technologies from an
economic and an entrepreneurial point of view.

172

Along with the basic technologies of its initial for-
mation (the Internet, personal computers, semiconduc-
tors), the digital economy is gaining new facets, involv-
ing in this process not only the sphere of virtual and
online products that were previously impossible (search
engines, messengers, video streaming services, social
networks) but also a wide range of so-called digitalized
industries. This may include such areas as the “sharing
economy” (Uber, Airbnb), “gig economy” (Fiverr), and e-
commerce (Amazon, eBay, Zappos).

Against this background, the most valuable re-
source of the digital economy is data, the volumes of
forwarding and processing of which are steadily increas-
ing year after year. In 2019 alone, the world created an
additional 47 zettabytes of information (1 ZB = 1 bil-
lion terabytes), which is 534 million times more than
the entire Internet in 1997 (88 terabytes) [1, p. 6-7]. If
the current trend continues, then we will see more than
175 zettabytes of information created over 2025 [same
source] (Fig. 1).

s one of the factors of such active growth, we can

mention that a fully autonomous car (an inno-

vation that is actively developing towards wide-
spread adoption) will have to process over 100 terabytes
of information from various sensors during the eight-
hour trip to make its driving decisions [2].

In conditions of a surplus of information, one of
the most relevant technologies of the Fourth Industrial
Revolution (based on the digital economy), is cloud so-
lutions, which make it possible today to achieve signifi-
cant savings in the implementation of both routine and
innovative tasks. Cloud services are a response to ever-
increasing volumes of data, with billions of users and
customers around the world. Today, over 5 billion people
are already somehow represented in the digital space,
and this figure may well increase to 6 billion (75% of the
world’s population) by 2025 (3, p. 5].

In such conditions, we can see a significant de-
crease in the percentage of information stored on the de-
vices, and the active transition to cloud storage solutions.
This process is largely similar to the shift from desktop
devices to mobile. What is also important to pay atten-
tion to is the fact that if in the early 2010s 80-90% of the
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Fig. 1. Worldwide amount of data created per year in zettabytes [1]
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Fig. 2. The dynamics behind the cloud storage transformation [3]

information was stored in the framework of traditional
data centers, then in 2020, this share is only about 50%
(3, p. 11] (Fig. 2).

sing cloud solutions can bring many advantages

both at the individual user level and at the level

of large leading companies. Here we can note the
significant scalability of such solutions, as well as a high
degree of flexibility that allows saving on excess capacity,
the ability to process the received data for commercial
purposes, economies of scale, and reliability. These im-
provements would not be possible when using the infra-
structure owned by the company itself.

Earlier, before the stage of active distribution of
cloud solutions among commercial customers began,
many companies had to spend significant financial re-
sources on building their infrastructure, as well as main-
taining it by qualified operators. It was also a kind of
cloud solution, allowing, for example, a team of 10 people
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to work together on a project, but it was a “private cloud”
mechanism.

For example, in case of a sudden surge in the load
on the company’s server capacities (in case of unforeseen
fluctuations in the demand for the product), in most cas-
es, it was forced to make additional investments in infra-
structure. We can also note that usually such infrastruc-
tural solutions should be located in separate rooms, and
under controlled temperature conditions.

As for the current trend in the development of
cloud innovations in the digital economy, it is worth talk-
ing about systems available to a large number of users —
public cloud solutions. However, it should be noted that
we should not limit the study by describing the signifi-
cance of only this technology. It is also possible to distin-
guish some specialized (adapted to the needs of a partic-
ular company) distributed (using a set of interconnected
systems that often provide more stable and high-speed
intercommunication for time-sensitive operations) and
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“multi-cloud” (combining the necessary functions of sev-
eral providers) systems [4, p. 7].

Among the main players in this rapidly expanding
market are the following: Google Cloud, Amazon Web
Services, Oracle Cloud, Microsoft Azure, SAP Cloud
Platform, etc. The volume of the cloud computing mar-
ket, according to a study from Synergy Research Group
for 2019 amounted to more than $130 billion [5].

s already mentioned, the benefits of open cloud
Asolutions based on the principle of remote use of

infrastructure are expressed primarily in the high
level of their influence on the financial performance of a
company. It is worth noting the low relative cost of such
solutions in comparison with the available computer
capacities and the amount of memory for storing data,
not to mention the tools for processing large amounts of
information or mechanisms for creating artificial intel-
ligence elements.

The expenses of any company to maintain its IT
infrastructure and processes, like all others, can be di-
vided into two categories: capital and operating. As for
the capital IT expenses, they can often be expressed in
server capacities, power systems, air conditioning sys-
tems, backup power generators, etc. As a rule, their pres-
ence implies significant initial costs for the acquisition
and installation. At the same time, operating costs, which
also include cloud solutions, are often more efficient due
to their flexibility and adaptability.

Thus, the transition in the provision of IT infra-
structure from the capital to operating expenses will al-
low quick access to the latest technologies, while ensur-
ing the ability to switch to other levels of productivity. It
will be possible without loss in the form of suspension of
the product (application, online service). There also will
be no need for additional investments or updates, not to
mention the high level of automation and autonomy of
such solutions [4, p. 10].

It is important to identify three key areas for posi-
tioning cloud-based applications [6]:

+ Infrastructure as a Service (laaS) - services from
cloud providers are produced “on demand” In
other words, the clients can build their processes
within the framework of available and necessary
capacities. This allows them to achieve a high
degree of flexibility in the use of resources while
creating significant savings for the business.

+ Platform as a service (Paa$). This the sector of
the cloud computing offers tools for creating and
testing software while having access to the nu-
merous auxiliary tools presented by the provider
company (for example, Microsoft Azure).

+ Software as a Service (SaaS) is a type of interac-
tion in which a provider offers access to partic-
ular software for many users while ensuring its
operability and effective functioning. Instead of
installing the essential software on each device

174

of the company, it becomes possible to simul-
taneously integrate and configure the workflow
through online access, or API (Application Pro-
gramming Interface).

As for the AP], it is worth considering separately the
aspect that many modern "unicorns", such as PayPal, Uber,
and Airbnb, rely heavily on built-in third-party mecha-
nisms that take on many individual functions (e.g., send-
ing SMS, emails or other routine tasks). Entrepreneurs and
businesses behind this industry today possess significant
market power and actively expand their activities.

ing products that can facilitate the work and devel-

opment of many aspects of other startups), Stripe
can be remarked as one of the leaders. The market capi-
talization of this company in September 2019, after an-
other round of investment, amounted to $35 billion [7].
It should be noted, that such companies as Salesforce and
eBay initially developed this sphere as a whole at the be-
ginning of 2000s.

Another example of the successful use of the API-
first approach as a business model is Checkr. This compa-
ny provides a solution aimed to ease the process of coun-
terparty verification. Such a digitalized mechanism is al-
ready used by more than 10 thousand enterprises around
the world and allows them to save significant human and
financial resources during the verification of contractors.
It also eliminates the need for paper procedures [8].

At the end of 2019, the Amazon Web Services plat-
form (hereinafter AWS) was the leading cloud service
provider with a market share of 32% and a revenue of $9.8
billion (for the fourth quarter). Next was the Microsoft
Azure service with a share of 17% and $5.3 billion. At the
same time, Google Cloud, which took third place, has a
market share of only 6% and $1.8 billion in revenue [9].

As for the financial distribution between the pri-
vate and open cloud models, according to forecasts, by
2025 almost 90% of the revenue will originate from pub-
lic cloud storage services, which are represented mainly
by the players listed above. However, concerning the
competitive conditions in this market, despite clear lead-
ers such as AWS, Microsoft Azure and Google Drive, this
sphere, like many other niches in the digital economy, is
still open for innovation by small startups and compa-
nies. We can notice many relatively small players, such as
Alteryx (analysis and data processing), Twilio (communi-
cation with customers) and SimilarWeb (site statistics by
traffic and various marketing aspects).

They are aimed at solving specific problems that
arise everywhere in the digital space, and thus can suc-
cessfully play “on the field; where large competitors are
already present. This may indicate that, in general, the in-
novation of cloud storage gives a good stimulus to both
the development of future market leaders and labor pro-
ductivity (by saving time on various analog procedures).

S 0, among the API-first companies (primarily creat-
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Considering cloud technologies in the context of
other areas of digitalization, we can state that there is a
significant relationship between most of the directions
of the Fourth Industrial Revolution. Therefore, innova-
tions based on cloud computing technologies can be de-
veloped in such areas as: “the Internet of things”; artifi-
cial intelligence (autonomous decision-making and data
processing mechanisms); machine learning (automation
of production); Big Data (commercialization of "under-
standing” large volumes of information); mobile solu-
tions (e. g. Dropbox and Google Drive apps).

s a practical example, which can also be consid-

ered as a demonstration of the capabilities of

cloud technologies in comparison with previously
widespread practices of creating private infrastructure (in-
cluding by startups at the stage of the initial product de-
velopment without sufficient amount of data on possible
demand fluctuations), we should consider Niantic. The
Pokémon GO game created by the company was launched
in the summer of 2016, and in a short time gained im-
mense popularity, exceeding the developers’ expectations
by the factor of ten. Initially, the margin of safety of the sys-
tem was planned to be only 5 times greater than the most
optimistic forecasts for the number of users.

Even so, the traffic exceeded expectations by more
than 50 times. Eventually, the developers managed to
carry out the necessary scaling by the use of cloud solu-
tions (and with the help from Google engineers), without
the need to put the project on hold and inevitably lose its
position in the market [10].

However, on the way of introducing even such
global and perspective (and in many areas today real)
technology, one can notice many obstacles and contra-
dictions — both from the side of individual users and
from corporate clients. For example, even though ac-
cording to a survey (in which took part 590 IT managers
of various companies) from O’Reilly, more than 70% of
organizations in one way or another have experience us-
ing cloud technologies in their work, 50% of respondents
note a lack of competencies for the full implementation
of transition [11].

Here we can note one more problematic aspect of
the entire digital economy today — data storage security
and personal privacy. In the wake of criticism towards
large corporations (e.g. Facebook) regarding the provi-
sion of unreasonable access to user data by third parties
and organizations (not to mention massive data leaks),
this factor is called important when deciding on imple-
menting cloud technologies by 45% of the respondents
[12]. This trend once again draws attention to the prob-
lem of data security in the digital era. According to IBM,
the average damage from data leak in the world in 2019
was about $3.9 million, which would mean around $150
per record [13].

Also, 40% of respondents noted that their organiza-
tion used hybrid cloud solutions that combine the func-
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tions of two main types. According to them, some com-
pany information, for one reason or another, cannot be
located on public cloud storages [11].

As for the security of the cloud infrastructure (IaaS
model), according to the Cloud Strategy Leadership study
by Gartner, in the course of 2020, it will be 60% less sub-
ject to hacker attacks and data leaks than traditional solu-
tions [14, p. 14]. However, individual users (whose total
number is exploding as Internet technologies penetrate
the life of every active participant in modern society),
despite being aware of the risks of losing personal infor-
mation, sometimes prefer to rely on familiar infrastruc-
ture. According to the Boston Consulting Group, one in
four using private cloud systems mistakenly believes that
their data is stored safely, while public cloud solutions, as
noted above, are more secure [15].

In turn, according to a study conducted by Fujitsu,
one of the significant factors (62% of respondents) that
slows down the transition of companies to the use of
cloud solutions, is the price of such a change [16]. There
is also a lack of awareness of the long-term benefits and
significant savings when implementing public cloud so-
lutions.

Iso, we should not forget about the emerging rela-
tionship between the cloud service provider and
the client, relying on infrastructure and software.
If operations become discontinued by the cloud service
provider, then the client may become “stuck” inside this
system and incur significant losses. According to Euro-
stat, as of 2018, among European Union enterprises that
use public cloud systems in their work, 55% were catego-
rized as highly dependent on them (which means using
such tools in accounting, customer relations and/or to
maintain the functioning of important software) [17].
On the way to overcoming these, and many other
closely interconnected obstacles to setting up ever new
broad technologies of the digital revolution in economic
processes, we should not underestimate the role of go-
vernment initiatives. We can say that sometimes it is the
institutional efforts and projects for implementing mo-
dern tools that can contribute to their further dissemi-
nation and implementation. The active participation of
the state as a leading user of a particular technology may
even lead to the creation of a market where there will be
a significant demand for a certain innovation [18, p. 60].
As an effective measure to stimulate the creation
and implementation of cloud innovations (including
those in the public sector), we should mention the so-
called "cloud first" approach. Within the framework of
this policy, many initiatives are expected to be imple-
mented at the state level. The USA is considered the
world leader in this trend, where such measures were
taken back in 2011 [19].
As for the experience of the European Union, the
“European Cloud Computing Strategy’, first formed by
the European Commission in 2012, also outlined many
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challenges arising from the introduction of such inno-
vations. Here it is worth noting several aspects that are
important to ensure an effective supply in the cloud tech-
nology market: security (mandatory compliance with Eu-
ropean Commission data protection standards); hybrid-
ity (the ability to implement both open and private solu-
tions, depending on specific goals and projects); “multi-
cloud” (which means the presence of healthy competition
and the ability to choose between several offerings); en-
ergy efficiency (general norms and rules of the EU to re-
duce carbon dioxide emissions into the atmosphere) [20].

CONCLUSIONS

This paper contains a comprehensive analysis of
the main aspects concerning the role and prospects of
cloud solutions in the context of the digitalization pro-
cess. Were considered the comprehensive examples of
the successful use of cloud mechanisms in creating digi-
tal products and the process of scaling their market pres-
ence. The characteristics of the largest areas of cloud in-
novations ([aaS, Saa$, PaaS), as well as obstacles to their
broader implementation in economic activity, were given
to explain the complex structure of the digital and digi-
talized economy.

Based on the study, we can state the need for a com-
prehensive institutional policy to stimulate the introduc-
tion of digital technologies and cloud solutions in partic-
ular. Based on the examples presented in the article, we
can see that in the conditions of a particularly dynamical-
ly changing modern digital economy, this approach can
become a significant factor in increasing competitiveness
and efficiency at both the macro- and micro-level.

Further scientific and practical research, justifica-
tion of the feasibility of using cloud technology in the
economy, is a relevant topic requiring both active insti-
tutional and entrepreneurial participation.

As a result of the research, we can note the pres-
ence of hidden barriers to introducing cloud computing
technologies for use by companies from various indus-
tries. In further studies of this aspect, it is necessary to
pay close attention to the problem of forming an effective
broad institutional policy to stimulate innovation at the
state level. A study by O’Reilly confirms this need, point-
ing to a general lack of competencies in implementing
cloud technologies in commercial processes. The results
of this study can help a wide range of participants in the
modern digital economy to approach the choice of new
technologies more reasonably, based on the global picture
of macro shifts in the conditions of the Fourth Industrial
Revolution and the prospects for its further expansion. B
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